
Michael Kwan ( )
Vice President

Information Security & Forensics Society



Is Digital Forensic a Science

How Scientific is 
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Crime Scene to Court ïThe Essentials of Forensic Science,  

Peter White



What is òScienceó

Forensic Science: Modern Methods of Solving Crime,  

Max M. Houck



Forensic Science is a Historical Science



Where the òTraceó come from

Every contact leaves a trace; when 2 things 

come into contact, information exchange
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Interpretation & Scientific Method

It is the interpretation of  the data collected through 

the scientific method that leads to knowledge.  

Mere collection of  data means nothing
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Bloodstain Pattern Analysis
T. Bevel & R. Gardner



Deductive and Inductive Inferences



Deductive and Inductive Inferences

 is true

Therefore  is true  (conclusion)

A

B

 is false

Therefore  is false  (conclusion)

B

A

 is true

Therefore  becomes plausible  (conclusion)

B

A

 is false

Therefore  becomes less plausible  (conclusion)

A

B



Scientific Method
¸ Identify the problem to be resolved

¸ Collect & gather data that may establish an 

answer to the question

¸ Posit hypothesis regarding the problem

¸ Classify & organize the collected data for 

interpretation

¸ Test the hypothesis by comparing  

expectations for a given hypothesis against 

the observed data

¸ Draw a conclusion from the information 

examined
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What is òDigital Forensicó



LocardõsExchange Principle & Digital 

Traces



The Processes of Digital Forensics

Identification Preservation Analysis Presentation

¸Securing 

evidence

¸ Imaging

¸Data  

protection

¸Crime scene 

management

¸Data search

¸ Identify 

evidential 

data

¸Analysis all 

related 

evidence

¸Data 

correlation

¸Event 

reconstruct

¸Forensics 

report ð

hypotheses & 

conclusion

¸Testimony ð

expert 

opinion

Search & Handling of Evidence

& Analysis & Conclusion
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Event Reconstruction Processes



How to Achieve Event Reconstruction


