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Is Digital Forensic a Science

How Scientific is
Today’s Digital
Forensic
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Crime Scene to Court — The Essentials of Forensic Science,
Peter White




What is “Science”

Forensic Science: Modern Methods of Solving Crime,
Max M. Houck




Forensic Science is a Historical Science

» Events (crimes) have occurred in

the past (JEFR)EHEELRER
* You did not withess the crime as it

occurs FEHELER » IS HHHE
» Identify and analyze the waces
behind T/\%IJ/ ﬁﬁ W_Fﬂ,jﬁﬂi

- Interpret the actions of perpetrator &
vnctlm formulate f@?@ﬁsﬁ@ @@ﬁ@ﬂ@@l@ﬁ




Where the “Trace” come from

Every contact leaves a trace; when 2 things
come mto contact mformatlon exchange

The traces reveal associations between
people, places and things
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These assocnatlons can only be obtained by
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Interpretation & Scientific Method

/ltis the interpretation of the data collected through
the scientific methodthat leads to knowledge.
Mere collection of data means nothing
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* Mere guess or personal opinion is not

interpretation (SN AR %%&ﬁﬂlﬁ
* Interpretation is a mixture of inductive

d&uﬁve inferences through the use 2 of
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Deductive and Inductive Inferences

Deductive inference is that the conclusion
must be true if the premise is true

i EFPERESLHY - 580 AEESH

Inductive inference is that the conclusion is
likely to be true if the premise is true
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Deductive and Inductive Inferences

If “Crime A” is true, then “Trace B” is true (i.e. “Crime A” is
causal event to “Trace B”)
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Deductive Inference
A IS true B 1s false

Therefore B is true (conclusion) |Therefore A is false (conclusion)

Inductive Inference

B IS true

Therefore A becomes plausible (conclusion)

A is false
Therefore B becomes less plausible (conclusion)
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Scientific Method

Define the Define the
conclusion.| problem or
guestion.

Collect data
to resolve the
problem.

Test the
hypothesis.

Classify and
organize the
data.

Posit a
hypothesis.

® |dentify the problem to be resolved
T TE oA L [m] 7

® Collect & gather data that may establish an
answer to the question

W T RE 5% A RINEHE
® Posit hypothesis regarding the problem
L AVAZA LI IR Eaha

® Classify & organize the collected data for
interpretation
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® Test the hypothesis by comparing
expectations for a given hypothesis against
the observed data
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® Draw a conclusion from the information
examined
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Is Digital Forensic a Science




What is “Digital Forensic”

* No difference to traditional forensic
science - A historical science
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- Identify and analyze the digiial traces left
behind
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Locard’s Exchange Principle & Digital
Traces

Locard’s Exchange Principle also applies to
Digital Traces

Computer Generated Record 4 5 i 3%
Shows computer processes that have been
performed, e.g. system logs
EIHENZTICSE A RAZEHE

Computer Stored Record HfX{FE{iEic T
Shows user’s actions performed on created
files e.g. date & time stamps
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The Processes of Digital Forensics

Identification | | Preservation | Analysis Presentation

EE Rz ST [E3un
Crime scene Securing ® Analysis all | | ® Forensics
management evidence related report —
Data search Imaging evidence hypothe:ses 8

conclusion
Identify Data ® Data ® Testi
evidential protection correlation estimony -
data expert
® Event opinion
reconstruct

Search & Handling of Evidence

BRI EEGE

Analysis & Conclusion
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Event Reconstruction Processes

* The crime is indeed an incident JE3EE—ME
* Anincidentis made up of evenits F—Ei 1

E R ]

 An event is comprising of specific actions, which

turn out to be the traces or evidence . —F{f:H
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Event reconstruction is “walk-back” processes

BFEMRE [

W XENTE

Traces = Event

Reconstructed Event = Incident (Crime)
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How to Achieve Event Reconstruction

* |dentify incident and related events gﬁg §

» ldentify traces that are caused by the N
LXE BTS2 HYER 2R

* Collect data and establish the likely events that could have
caused the data WEEHEIFF7E T [ X B8Ry o] gE S5

» Consider these events in relationship to one another to
establish the order of sequence %3 D%ﬁg{ EE-
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case Example — BitTorrent File Sharing

Copied File
B Hl 3t

The seized computer was the I°‘seederdistributing the
pirated movie via BT network
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Event Reconstruction Processes of the BT
Case O

9

(Hs)
@ (Ho)
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HYPOTHESES:

H  The seized computer was used as the initial seeder to share the pirated file on a
BitTorrent network

Hy The pirated file was copied from the seized optical disk to the seized computer

M, Atorrent file was created from the copied file

Hy The torrent file was sent to nowsgroups for publishing

Hs The torrent file was activated, which caused the seized computer to connect to
the tracker server

Hs The connection between the seized computer and the tracker was maintained




Event Reconstruction Processes of the BT

Case

EVIDENCE:

Modification time of the destination file equals that of the source file
Creation time of the destination file is after its own modification time
Hash value of the destination file matches that of the source file
BitTorrent client software is installed on the seized computer

File link for the shared file is created

Shared file exists on the hard disk

Torrent file creation record is found

Torrent file exists on the hard disk

Peer connection information is found

Tracker server login record is found

Torrent file activation time is corroborated by its MAC time and |ink file
Internet history record about publishing website is found

Internet connection is available

Cookie of the publishing website is found

URL of the publishing website is stored in the web browser

Web browser software is available

Internet cache record about the publishing of the torrent file is found
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What Most Digital Forensic Examiners
Doing Today

Identification Preservation Analysis Presentation
v [ ] &[] ew [ | b
Cri—- ~——-—- || ~_ e . °/ 11 .
| h Reporting “when’, \

Using forensic where”, "how” the

ccis e evidence was found.

tools — the “Click ] No “interpretation”,
Button” Expert o/ “eventreconstruction”.
/ Not showing “scientific

’—A\_ method” /




The Impact of “Click Button” Approach

* Without any scientific interpretations, false-
positive scenarios cannot be eliminated - easy
to fabricate digital traces for the tools to find
A= FHAHEAT J375 » BLEDARE R AR IRE > 51
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+ “Is the examination performed by the expert or
the software?” - the digital forensic expertis
just a technician; reliability and credibility of the
expert are impeded
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It’s time to be a Digital Forensic Scientist

* Digital forensic per se is scientific

* Itis the digital forensic “expert” who is not
doing his/her forensic job scientifically

IF WE FAIL
;CB” expert; be To ACT NOW,
’ WHO WILL ?

STOP being a







