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Crime Scene to Court i The Essentials of Forensic Science,
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Forensic Science: Modern Methods of Solving Crime,
Max M. Houck




Farensic Science is:a HistoricabSciencecience

» Events (crimes) have occurred in
the past (JEFR)EHEELRER
* You did not witness the crime as it

occurs EAE4R » RIEHEHTF

» Identify and analyze the taces
behind T/\%IJ/ ﬁﬁ W_Fﬂ,jﬁﬂi
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Every contact leaves a trace; when 2 things
come into contact, information exchange
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The traces reveal associations between
people, places and things
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These assocuatlons can only be obtained by
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Interpretation & Scientific-Methed et hod

/It is the /nterpretation of the data collected through
the scientific method that leads to knowledge.
Mere collection of data means nothing

* Mere guess or personal opinion is not

interpretation (SN AR %%&ﬁﬂlﬁ
* Interpretation is a mixture of indueiive

d%ugﬂve inferences through the use of
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Deductive -andrinductive-lnferencesences

Deductive inference is that the conclusion
must be true if the premise is true
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Inductive inference is that the conclusion is
likely to be true if the premise is true
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Deductive -andrinductive-lnferencesences

If “Crime A” is true, then “Trace B” is true (i.e. “Crime A” is
causal event to “Trace B”)

MRFETARE > 2B RE (HIFETARERZBHYEN )

Deductive Inference
A IS true B Is false

ThereforeB is true (conclusic |[ThereforeA is false (conclusia

Inductive Inference

B Is true

ThereforeA becomes plausible (conclug

Ais false
ThereforeB becomes less plausible (@asion)
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ScientificrMethed

Define the Define the
conclusion.| problem or
guestion.

Collect data
to resolve the
problem.

Test the
hypothesis.

Classify and
organize the
data.

Posit a
hypothesis.

Identify the problem to be resolved

Collect & gather data that may establish an
answer to the question

Posit hypothesis regarding the problem

Classify & organize the collected data for
interpretation

Test the hypothesis by comparing
expectations for a given hypothesis against
the observed data

Draw a conclusion from the information
examined
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Whattis “iDSyitcd Ddrenkit™a | For en

* No difference to traditional forensic
science - A historical science

SEFHOEMFELEER

- Identify and analyze the digiial traces left
behind
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ILo-era s Bxohange; Principle &IBigitabigital
Tracess

Locard’s Exchange Principle also applies to
Digital Traces

Computer Generated Record 4 5 i 3%
Shows computer processes that have been

performed, e.g. system logs
EITENZTIET > A ° RA%EHE
Computer Stored Record [l {ific 3%
Shows user’s actions performed on created
files e.g. date & time stamps
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The-Processes: of digital Forensics

|dentification Preservation Analysis Presentation
Crime scene Securing Analysis all Forensics
management evidence related report O
Data search Imaging evidence hypothe_ses &
conclusion

|dentify Data Data _
evidential protection correlation Testimony 0
e expert

Event opinion

reconstruct

Search & Handling of Evidence

&

Analysis & Conclusion

&
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EventiReconstruction Processessses

* The crime is indeed an incident JE3EE—ME
» Anincident is made up of events F—E ¥ %N

E R ]

 An event is comprising of specific actions, which

turn out to be the traces or evidence . —F{f:H
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Event reconstruction is “walk-back” processes
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Traces = Event

Reconstructed Event = Incident (Crime)
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Howta Achiéve ventdRecanstructioniction

* |dentify incident and related events gﬁg F 5

» ldentify traces that are caused by the >
LXE BTS2 HYER 2R

* Collect data and establish the likely events that could have
caused the data WEEHEIFF7E T [ X B8Ry o] gE S5




