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Crime Scene to Court – The Essentials of Forensic Science,  

Peter White



What is “Science”

Forensic Science: Modern Methods of Solving Crime,  

Max M. Houck



Forensic Science is a Historical Science



Where the “Trace” come from

Every contact leaves a trace; when 2 things 

come into contact, information exchange

每一次联系都会留下踪迹；当两个事物发生关联
时，必然有信息的交换。



Interpretation & Scientific Method

It is the interpretation of  the data collected through 

the scientific method that leads to knowledge.  

Mere collection of  data means nothing

引导认知的是通过科学方法对收集的数据进行的解析。
仅仅收集数据是没有用的。

Bloodstain Pattern Analysis
T. Bevel & R. Gardner



Deductive and Inductive Inferences



Deductive and Inductive Inferences

 is true

Therefore  is true  (conclusion)

A

B

 is false

Therefore  is false  (conclusion)

B

A

 is true

Therefore  becomes plausible  (conclusion)

B

A

 is false

Therefore  becomes less plausible  (conclusion)

A

B



Scientific Method
 Identify the problem to be resolved

确定待解决的问题

 Collect & gather data that may establish an 

answer to the question

收集可能与答案有关的数据

 Posit hypothesis regarding the problem

设立该问题的假设

 Classify & organize the collected data for 

interpretation

分类整理收集的数据以作解析

 Test the hypothesis by comparing  

expectations for a given hypothesis against 

the observed data

通过对比预期结果和观察数据来测试假设

 Draw a conclusion from the information 

examined

通过调查的信息得出结论
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What is “Digital Forensic”



Locard’s Exchange Principle & Digital 

Traces



The Processes of Digital Forensics
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Event Reconstruction Processes



How to Achieve Event Reconstruction



Copied File

复制文件

1
Created 
Torrent

创建种子

2
Published 

Torrent
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3
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Torrent

激活种子

4
Maintained
Connection
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5

18 Digital Evidence

The seized computer was the 1stseeder distributing the 
pirated movie via BT network

获取的计算机是第一个通过BT网络分发侵犯版权电影的seeder。



Event Reconstruction Processes of the BT 

Case



Event Reconstruction Processes of the BT 

Case
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What Most Digital Forensic Examiners 

Doing Today
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Using forensic 

tools – the “Click 

Button” Expert

Reporting “when’, 

“where”, “how” the 

evidence was found.  

No “interpretation”, 

“event reconstruction”. 

Not showing “scientific 

method”



The Impact of “Click Button” Approach



It’s time to be a Digital Forensic Scientist




