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IntroductionIntroduction--Chinese Shanzhai mobile Chinese Shanzhai mobile 
phone marketphone market

Shanzhai refers�to�Chinese�
imitation�and�pirated�brands�
and�goods�- wikipedia

A�real�iphone?
- More than hundreds of differentMore�than�hundreds�of�different�
types�of�Shanzhai�phones

e g “iphone 4”:
- Very�cheap�

e.g.� iphone�4 :�
US$60�for�a�cheaper�version;
US$130 for a more comprehensive version.US$130�for�a�more�comprehensive�version.

- A�really�big�business



Shanzhai phone factoryShanzhai phone factoryShanzhai phone factoryShanzhai phone factory

Pictures�from�[1]

*�Photos�taken�by�an�insider



Where to buy these phones?Where to buy these phones?Where to buy these phones?Where to buy these phones?

Pi t f [1]Pictures�from�[1]



Where to buy these phones?Where to buy these phones?Where to buy these phones?Where to buy these phones?
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Shanzhai Mobile phone forensicsShanzhai Mobile phone forensicsShanzhai Mobile phone forensicsShanzhai Mobile phone forensics

More�crimes�involve�
mobile phonesmobile�phones

fMore�and�more�Shanzhai�phones�found�to�be�
involved�in�crime�cases�– NOT�ONLY�in�CHINA,�
but�also�TAIWAN,�US etc.
Shanzhai�phone�forensics�becomes�p
important.�But,�little�published�
research�on�Shanzhai�phone�
f fforensics�due�to�the�lack�of�system�
manuals�and�knowledge�of�the�
memory layoutmemory�layout
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Overview on MTKOverview on MTK--based Shanzhai phone based Shanzhai phone 
flash memoryflash memory

Most, if not all, Shanzhai phones 
use chips manufactured byuse chips manufactured by
MediaTak (MTK) – a Taiwan 
chipset companychipset company

MT6225
MT6223 l d hi s MT6223
MT6253
MT6235

low-end chips 
with NOR flash

MT6235
MT6238
MT6228

high-end chips 
MT6228
MT6230

with NAND flash
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Digital forensics procedureDigital forensics procedure--Storage Storage 
structurestructure

I t l fl h
•USER�area�is�accessible�via�USB�

ti ith Wi d OS

Internal�flash�
memory�of�
Shanzhai phone connection�with�Windows�OS

•SYSTEM�area�is�invisible�to�user
Shanzhai�phone

*�Note�that�this�is�only�the�logical�distribution�of�the�two�
Ph i ll h bl k i fl h f hareas.�Physically,�the�blocks�in�flash�for�the�two�areas�are�

mixed�and�not�separated�as�clear�as�this�figure.�



Digital forensics procedureDigital forensics procedure--Procedure Procedure 
analysisanalysis

a�MediaTek MT6235�processor�and�a�132MB�NAND�flash�chipp p

Phone� Phone� SMS Web�
b

book call
browser



Phone bookPhone book Storage structureStorage structurePhone bookPhone book--Storage structureStorage structure



Phone bookPhone book Forensic experiment designForensic experiment designPhone bookPhone book--Forensic experiment designForensic experiment design

Step Operation Name Phone #

1 Add�one�entry Andy 8976356

2 Add t A d 1 89763572 Add�one�entry Andy1 8976357

3 Add�one�entry Andy2 8976358

4 Delete�one�entry Andy1 8976357

5 Add one entry Andy3 89763595 Add�one�entry Andy3 8976359

W i h i f hWe�acquire�the�images�after�each�step
Only�one�snapshot�can�be�found



Phone bookPhone book Forensic analysisForensic analysisPhone bookPhone book--Forensic analysisForensic analysis



Phone bookPhone book Forensic analysisForensic analysisPhone bookPhone book--Forensic analysisForensic analysis

• Deleted�phonebook�entry�will�not�be�
overwritten until a new phonebook entry isoverwritten�until�a�new�phonebook�entry�is�
added

l dd d h b k i d j• Newly�added�phonebook�entry�is�stored�just�
behind�the�previously�added�entries

• Any�modification�on�phonebook�will�lead�it�
to�update�its�storing�position�and�the�p g p
previous�one�will�be�emptied.�We�do�not�
find�any�snapshot�related�to�our�historical�y p
operation



Phone callPhone call Storage structureStorage structurePhone callPhone call--Storage structureStorage structure



Phone callPhone call Forensics experiment designForensics experiment designPhone callPhone call--Forensics experiment designForensics experiment design

Step Operation Name Phone #

1 Dial�a�call Andy1 8976357

2 Di l ll A d 2 89763582 Dial�a�call Andy2 8976358

3 Dial�a�call Andy3 8976359

4 Delete�a�call record Andy2 8976358

5 Dial a call Andy4 89763605 Dial a�call Andy4 8976360

We�acquire�the�images�after�each�step
Only one snapshot can be foundOnly�one�snapshot�can�be�found



Phone callPhone call Forensic analysisForensic analysisPhone callPhone call--Forensic analysisForensic analysis

• When�deleting�one�phone�call�record,�all�
other below it will be moved up one positionother�below�it�will�be�moved�up�one�position

• Newly�added�phone�call�record�will�be�
l d hplaced�to�the�topmost

• Any�change�to�the�phone�call�record�will�y g p
lead�the�entire�call�log�change�its�storage�
position�and�the�previous�one�will�become�p p
empty.�Similar�to�the�phonebook,�no�
snapshot�appears�in�our�experiment.p pp p



SMSSMS Storage structureStorage structureSMSSMS--Storage structureStorage structure



SMSSMS Forensic experiment designForensic experiment designSMSSMS--Forensic experiment designForensic experiment design

Step Operation Phone #

1 Receive an SMS 15815549489

2 View an SMS 158155494892 View an SMS 15815549489

3 Receive an SMS 1065712035030104

4 Receive an SMS 10086

5 Delete�an SMS 1065712035030104

6 Receive an�SMS 18718672692

7 S d SMS 158155494897 Send�an�SMS 15815549489

W i th i ft h tWe�acquire�the�images�after�each�step
Only�one�snapshot�can�be�found



SMSSMS Forensic analysisForensic analysisSMSSMS--Forensic analysisForensic analysis

All�the�SMS�are�stored�together�(received�SMS,�
SMS d f SMS)sent�SMS,�draft�SMS)



Web browserWeb browser Storage structureStorage structureWeb browserWeb browser--Storage structureStorage structure

P1.�User�typed�website

P2.�Both�user�typed�website�and�the�hyperlink�user�went�through

header,�website�and�caption



Web browserWeb browser Forensic experiment designForensic experiment designWeb browserWeb browser--Forensic experiment designForensic experiment design

Step Operation Website

1 Visit http://www.baidu.com

2 Visit http://www.soso.com:80/?t=049642 Visit http://www.soso.com:80/?t 04964

3 Visit http://wap.sogou.com/sogou/?fr=s-
sogou&clk=s-sogoug g

4 Delete http://www.soso.com:80/?t=04964

5 Visit http://dh sogou com/guide?m=cla&nid5 Visit http://dh.sogou.com/guide?m cla&nid
=1&cl=soxs&from=sogou&v=2&uID=J
kmvQBDK299yhm9h�







Web browserWeb browser Forensic analysisForensic analysisWeb browserWeb browser--Forensic analysisForensic analysis

• When�we�delete�a�web�browser�record,�only�
its first byte is replaced with 0xFEits�first�byte�is�replaced�with�0xFE

• The�newly�generated�web�browser�record�is�
j l d i h bjust�placed�in�the�bottom

• Any�operation�could�lead�all�the�record�in�P2�y p
change�its�location�and�no�snapshot�is�
generatedg



ConclusionConclusionConclusionConclusion

• MT6235�does�not�generate�snapshots
• The investigation will be helpful when we encounter• The�investigation�will�be�helpful�when�we�encounter�

to�this�type�of�chip�during�forensic�investigation
• Future work includes• Future�work�includes

• trying�to�get�a�more�detailed�allocation�
architecture of the system for phone calls phonearchitecture�of�the�system�for�phone�calls,�phone�
book�entries,�SMS,�and�other�related�information

• further analysis on the Spreadrum-basedfurther�analysis�on�the�Spreadrum based�
Shanzhai phone�which�is�another�popular�
platform�for�Shanzhai phone.



ReferenceReferenceReferenceReference

[1]�Junbin Fang,�Zoe�Jiang,�Kam-Pui Chow,�Siu-Ming�
Yiu Lucas Hui and Gang Zhou MTK based ChineseYiu,�Lucas�Hui and�Gang�Zhou.�MTK-based�Chinese�
Shanzhai Mobile�Phone�Forensics,�Eighth�Annual�
IFIP WG 11 9 International Conference on DigitalIFIP�WG�11.9�International�Conference�on�Digital�
Forensic,�2012,�pp.�1-9.



Th kTh k ！！ThanksThanks！！


