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Background

~ Massive data

The challenge of

: Lack of some important data
computer forensics

 Lost everything in some cases ?
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Background

Registry

Processes and threads
_ Network connection
Memory forensics < password

Web
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Related works and Goal

Related works

Processes and threads @ —, 0S
Network connection —

Command line
\b
Clipboard 7= User Data

Problem Here to reconstruct the basic scene

Text Is easy to explain, Helpful information
At first, Considering the text file
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The characteristic of text

Text encoding

/ \

Hard disk Physical memory
ANSI \
Unicode > :
/ Unicode
Unicode big endian
.
B,
UTF-8 S
.
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Solution : virtual pages

- bigger

b5 | b6 | b6 | b7

All text’s virtual page number must be in the interval
[a,b], where a= Oxae + | m/4KB|

i
x
—

b= Oxaf + | m/4KB[*2 |
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Solution  Flags for locating ...

The number of characters

The number of characters of the text Is stored
with four bytes in the virtual page Oxaa, and can be

located with a flag "Oxffffffff".

The starting position special flag
A 12 bytes flag"0x010004002e 00740078007400"

exists In front of the starting position of text.
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Solution ;: EPROCESS and KPROCESS

+0x000 Pcb :_KPROCESS

+0x000 Header :_ DISPATCHER_HEADER

+0x078 ExitTime :_LARGR_INTEGER

+0x018 :DirectoryTableBase [2]Uint 4B

+0x174 ImageFileName :[16]UChar

+0x06b ExecuteOptions  UChar

+0x1b0 Peb :Ptr32 PEB

+0x24c ExitStatus : Int4B

+0x258 Cookie : Int4B

EPROCESS

KPROCESS
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Solution : Address translation

31 22 21 12 11 0
Directory Table Offset
Page Table
Physical
Address
Page Directory
Table
- >
Entry
Directory
.
Page Entry pa
Directory | i
Base '! 5
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Solution: Process of Extracting text

Searching EPROCESS structure
Getting the size of text
Computing the interval of VPNSs
Getting the physical pages
Searching the flag

and Extracting the text
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Experiment

1 Experimental environment
oS XP (SP3 VOL)

Address extension : Noexecute
Memory 512M
Image tool Dumplt




Experiment

I Shakespeare1 - Notepad
File Edt Format Yiew Help

Better a witty fool than a foolish wit.-shakespeare A

THREROBE, TERENTF, - HTLE
A 1ight heart Tives long .

Tel I waes, (RERMER Sitbe. W.)
O“glnal Flle Do not , for one repulse , give up the purpose that yaou
resolved to effect .

TERE e, BRSERREAL Bz, (HERER FLiE. V. )
In delay there 1ies no plenty , Then come kiss me , sweet

and twenty , vouth's a stuff that will not endure .
IR, ROES, ZHI, SR, BRe, $EEL. (BE0ER S, W) v

B MemOnotepad - Notepad
File Edt Format Yisw Help

Eetter a witty fool than a foolish wit.-sShakespeare A

GeneratEd Flle o |TrumeEs ThEENTT, -Fike -

A light heart Tives Tong .

whkks, (BEPER StiE. W)
bo not , for one repulse , give up the purpose that you
resolved to effect .

TEOR- AN, SHApERL RN, (RS Sk, W.) i
In delay there Ties no plenty , Then come kiss me , sweet
and twenty , vouth's a stuff that will nat endure .

IR, $EES, THI, REUE, EEtbl, FEET, (BEREE 1T, W) v
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Conclusion

It can be reconstructed accurately

Applicability

Suitable to other versions of Windows XP in
general with minor differences
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Thank youl!

Q&A

Thanks for your attention !
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